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Grants Administration Policy and Procedure Manual


18.0 HIPAA (Health Insurance Portability and Accountability Act) Privacy Regulations for BMC Research Patient Data
Introduction:  

To ensure the privacy of individually identifiable health information at Boston Medical Center (BMC), the BMC Grants Administration Office will work in conjunction with the Boston University Medical Campus (BUMC) Human Subjects Institutional Review Board (IRB) to review and approve all research requests for BMC protected health information (PHI).

Guiding Principles:

Parts 160 through 164 of Title 45 of the Code of Federal Regulations, particularly Part 164 (Security and Privacy), Subpart E, entitled “Privacy of Individual Identifiable Health Information.”

Procedure:

IRB Approvals:  When Principal Investigators (PIs) require BMC protected health information (PHI) for research purposes, they must submit the appropriate paperwork to the IRB (go to: http://www.bumc.bu.edu/hipaa), which will review and approve/reject each request .  The steps in this process are outlined in the attached flow chart (Exhibit I)

1.
Patient Authorization: In studies that require the subjects to sign a consent form, subjects must also sign an authorization form which gives researchers permission to gain access to, use and share subjects’ protected health information for the purposes of the research study. 

The Authorization Form (see forms list below) contains instructions for its use. After completed by the PI, the form should be submitted to the Office of the Institutional Review Board (along with all the other application documents) where it will be reviewed, approved and returned to the investigator. The investigator can then present this Authorization Form to whatever health facility (“covered entity”) within BUMC that is holding the medical information sought. 

If investigators need to obtain PHI from BMC, they are required to bring the IRB approved “goldenrod” copy of this form to the BMC Grants Administration Office for final review.  Once the form has been initialed by the Grants Office, the PI can make copies of the form for patients to sign.  Medical Records and other institutional data conduits at BMC will only accept approved forms with the patient’s original signature.

2. De-identified or Limited Data Set:   If the PHI request is for 1) a de-identified1 data set, and/or 2) a limited2  data set, the PI should submit the appropriate paperwork (see forms list below) to the IRB office for triaging and review by the IRB Privacy Advocate.  Once the paperwork has been reviewed and approved by the Privacy Advocate, in order to obtain the requested data set from BMC, investigators are responsible for bringing the “goldenrod” copy of the approved request to the BMC Grants Administration Office.  The Associate Director of Compliance in the Grants Office will initial the request, which the PI can then take to the appropriate data conduit within BMC.  The BMC Grants Office will also be responsible for reviewing and signing (along with the PI) the Data Use Agreement required by the institution for all Limited Data Set requests.

3. Preparatory for Research Data or Decedent Data : If the PHI request is for identified patient information (not a de-identified or limited data set), and this data is for review preparatory for research3, and/or research on decedent data4, the PI should read and sign the appropriate IRB form, and submit this form to the IRB Privacy Advocate for review and approval.  For BMC PHI, once the request has been approved by the Privacy Advocate, the PI is responsible for bringing the “goldenrod” copy of the request to the BMC Grants Administration Office.  The Associate Director of Compliance in the Grants Office will initial the request, which the PI can then take to the appropriate data conduit.
4. Waiver of Authorization: In some situations where there is minimal risk to subjects’ privacy and several other conditions are met (analogous to the conditions when the IRB can waive Informed Consent), investigators can request a waiver of HIPAA Authorization.

The procedure is as follows:  First, a completed “Waiver of Authorization” form should be submitted to the IRB Office.  Second, the IRB will review the Waiver Request at either a full board meeting or through expedited review, consistent with the review process for the research application.  To obtain a “Waiver” the investigator must meet the requirements outlined in 45CFR164.512 (i)5.  Third, if approved, the investigator will get a statement from the IRB indicating that the waiver has been granted.  Finally, if investigators need to obtain PHI from BMC, they are required to bring the IRB approved “goldenrod” copy of this form to the BMC Grants Administration Office for final review. The Associate Director of Compliance in the Grants Office will initial the request, which the PI can then take to the appropriate data conduit.
Business Associate Agreements:  At BMC, a business associate agreement is only required when there is a business associate relationship, which arises when any person (or organization) performs a function or activity that involves PHI for the covered entity, or that provides a service that involves PHI to a covered entity (45CFR160.103).  For more information about Business Associate Agreements, see the following website: http://www.internal.bmc.org/hipaa/business_associate.html.



Accounting of PHI Research Data:  In addition, under HIPAA, patients have the right to request an “accounting” of all disclosures related to their PHI made by BMC in the six years prior to the date on which this “accounting” is requested (45CFR164.528).  De- identified, or patient authorized data requests for research purposes are exempt from this regulation.  For PHI disclosures related to a particular research purpose (as described in 45CFR164.512(i), including those with “waived” authorization, data reviews preparatory to research, or research on decedent information) for 50 or more patients, only the following data elements have to be listed in the accounting to the patient:

· The name of the research study;
· A description of the study
· A brief description of the type of PHI that was disclosed;
· The period of time during which such disclosures occurred, including the date of the last such disclosure during the accounting period;
· The name, address, and telephone number of the agency that sponsored the research, and of the researcher to whom the information was given; and
· A statement that the PHI of the individual may or may not have been disclosed for a particular research study.
The IRB Office will keep track of approved requests for data on 50 or more patients on behalf of PIs in the BUMC community.  The BMC data conduits (Medical Records, ITS, etc) will track all disclosures for research studies involving less than 50 records, as per the regulations, for six years from the date of initial request.  PIs must track any subsequent “disclosures” of PHI.  PIs should contact the BMC Privacy Officer if they receive any “accounting for disclosure” requests from subjects, or if they require more information about Accounting for Disclosures.
An additional important point: If investigators who receive IRB “authorized” protected health information disclose any of that information to other investigators, institutions, or agencies, under HIPAA, the investigator is responsible for keeping a record of how often and to whom such disclosures were made.   Upon request, the investigator may be asked to provide a record of these disclosures.

Forms:

Patient Authorization Form
Research Privacy Application – Preparatory to Research
Research Privacy Application – Decedent Research

 HYPERLINK "IRB forms\\Research Privacy Application- preparatory.doc" 


Research Privacy Application – De-Identified Data Set
Research Privacy Application – Limited Data Set
Research Privacy Application – Waiver of Authorization
Data Use Agreement



HYPERLINK "..\\..\\Forms\\IRB forms\\addendum_ba.pdf"

Business Associate Agreement
 (pdf format)

Attachment A:  Federal Regulations

1.45CFR164.514(a), (b), and (c) De-Identification of protected health information
(a)
Standard: de-identification of protected health information. Health information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual is not individually identifiable health information.

(b)
Implementation specifications: requirements for de-identification of protected health information. A covered entity may determine that health information is not individually identifiable health information only if:

(1) A person with appropriate knowledge of and experience with generally accepted statistical and scientific principles and methods for rendering information not individually identifiable:

(i) Applying such principles and methods, determines that the risk is very small that the information could be used, alone or in combination with other reasonably available information, by an anticipated recipient to identify an individual who is a subject of the information; and

(ii) Documents the methods and results of the analysis that justify such determination; or

(2)
(i)
The following identifiers of the individual or of relatives, employers, or household members of the individual, are removed:

(A) Names;

(B) All geographic subdivisions smaller than a State, including street address, city, county, precinct, zip code, and their equivalent geocodes, except for the initial three digits of a zip code if, according to the current publicly available data from the Bureau of the Census:

(1) The geographic unit formed by combining all zip codes with the same three initial digits contains more than 20,000 people; and

(2) The initial three digits of a zip code for all such geographic units containing 20,000 or fewer people is changed to 000.

(C) All elements of dates (except year) for dates directly related to an individual, including birth date, admission date, discharge date, date of death; and all ages over 89 and all elements of dates (including year) indicative of such age, except that such ages and elements may be aggregated into a single category of age 90 or older;

(D) Telephone numbers;

(E) Fax numbers;

(F) Electronic mail addresses;

(G) Social security numbers;

(H) Medical record numbers;

(I) Health plan beneficiary numbers;

(J) Account numbers;

(K) Certificate/license numbers;

(L) Vehicle identifiers and serial numbers, including license plate numbers;

(M) Device identifiers and serial numbers;

(N) Web Universal Resource Locators (URLs);

(O) Internet Protocol (IP) address numbers;

(P) Biometric identifiers, including finger and voice prints;

(Q) Full face photographic images and any comparable images; and

(R) Any other unique identifying number, characteristic, or code, except as permitted by paragraph (c) of this section; and

(ii) 
The covered entity does not have actual knowledge that the information could be used alone or in combination with other information to identify an individual who is a subject of the information.

    (c) Implementation specifications: re-identification. A covered entity may assign a code or other means of record identification to allow information de-identified under this section to be re-identified by the covered entity, provided that:

(1) Derivation. The code or other means of record identification is not derived from or related to information about the individual and is not otherwise capable of being translated so as to identify the individual; and

(2) Security. The covered entity does not use or disclose the code or other means of record identification for any other purpose, and does not disclose the mechanism for re-identification.

2.45CFR164.514(e)(1) Standard: Limited data set. A covered entity may use or disclose a limited data set that meets the requirements of paragraphs (e)(2) and (e)(3) of this section, if the covered entity enters into a data use agreement with the limited data set recipient, in accordance with paragraph (e)(4) of this section.

(2) 
Implementation specification: Limited data set: A limited data set is protected health information that excludes the following direct identifiers of the individual or of relatives, employers, or household members of the individual:

(i) Names;

(ii) Postal address information, other than town or city, State, and zip code;

(iii) Telephone numbers;

(iv) Fax numbers;

(v) Electronic mail addresses;

(vi) Social security numbers;

(vii) Medical record numbers;

(viii) Health plan beneficiary numbers;

(ix) Account numbers;

(x) Certificate/license numbers;

(xi) Vehicle identifiers and serial numbers, including license plate numbers;

(xii) Device identifiers and serial numbers;

(xiii) Web Universal Resource Locators (URLs);

(xiv) Internet Protocol (IP) address numbers;

(xv) Biometric identifiers, including finger and voice prints; and

(xvi) Full face photographic images and any comparable images.

(3) Implementation specification: Permitted purposes for uses and disclosures. (i) A covered entity may use or disclose a limited data set under paragraph (e)(1) of this section only for the purposes of research, public health, or health care operations.

 (ii)
 covered entity may use protected health information to create a limited data set that meets the requirements of paragraph (e)(2) of this section, or disclose protected health information only to a business associate for such purpose, whether or not the limited data set is to be used by the covered entity.

(4) 
Implementation specifications: Data use agreement.--(i) Agreement required. A covered entity may use or disclose a limited data set under paragraph (e)(1) of this section only if the covered entity obtains satisfactory assurance, in the form of a data use agreement that meets the requirements of this section, that the limited data set recipient will only use or disclose the protected health information for limited purposes.

(ii)
Contents. A data use agreement between the covered entity and the limited data set recipient must:

(A) Establish the permitted uses and disclosures of such information by the limited data set recipient, consistent with paragraph (e)(3) of this section. The data use agreement may not authorize the limited data set recipient to use or further disclose the information in a manner that would violate the requirements of this subpart, if done by the covered entity;

(B) Establish who is permitted to use or receive the limited data set; and

(C) Provide that the limited data set recipient will:

(1) Not use or further disclose the information other than as permitted by the data use agreement or as otherwise required by law;

(2) Use appropriate safeguards to prevent use or disclosure of the information other than as provided for by the data use agreement;

(3) Report to the covered entity any use or disclosure of the information not provided for by its data use agreement of which it becomes aware; 

(4) Ensure that any agents, including a subcontractor, to whom it provides the limited data set agrees to the same restrictions and conditions that apply to the limited data set recipient with respect to such information; and

(5) Not identify the information or contact the individuals.

(iii)
Compliance. (A) A covered entity is not in compliance with the standards in paragraph (e) of this section if the covered entity knew of a pattern of activity or practice of the limited data set recipient that constituted a material breach or violation of the data use agreement, unless the covered entity took reasonable steps to cure the breach or end the violation, as applicable, and, if such steps were unsuccessful:

(1) Discontinued disclosure of protected health information to the recipient; and

(2) Reported the problem to the Secretary.

(B)
A covered entity that is a limited data set recipient and violates a data use agreement will be in noncompliance with the standards, implementation specifications, and requirements of paragraph (e) of this section.

3 45CFR164.512(i)1(ii): Reviews preparatory to research. The covered entity obtains from the researcher representations that:

(A) Use or disclosure is sought solely to review protected health information as necessary to prepare a research protocol or for similar purposes preparatory to research;

(B) No protected health information is to be removed from the covered entity by the researcher in the course of the review; and

(C) The protected health information for which use or access is sought is necessary for the research purposes.

4 45CFR164.512(i)1(iii): Research on decedent’s information. The covered entity obtains from the researcher:

(A) Representation that the use or disclosure sought is solely for research on the protected health information of decedents;

(B) Documentation, at the request of the covered entity, of the death of such individuals; and

(C) Representation that the protected health information for which use or disclosure is sought is necessary for the research purposes.

545CFR164.512(i) Standard: Uses and disclosures for research purposes. 

(1)
Permitted uses and disclosures. A covered entity may use or disclose protected health information for research, regardless of the source of funding of the research, provided that:

(i) Board approval of a waiver of authorization. The covered entity obtains documentation that an alteration to or waiver, in whole or in part, of the individual authorization required by Sec. 164.508 for use or disclosure of protected health information has been approved by either:

(A) An Institutional Review Board (IRB), established in accordance with 7 CFR lc.107, 10 CFR 745.107, 14 CFR 1230.107, 15 CFR 27.107, 16 CFR 1028.107, 21 CFR 56.107, 22 CFR 225.107, 24 CFR 60.107, 28 CFR 46.107, 32 CFR 219.107, 34 CFR 97.107, 38 CFR 16.107, 40 CFR 26.107, 45 CFR 46.107, 45 CFR 690.107, or 49 CFR 11.107; or

(B) A privacy board that:

(1) Has members with varying backgrounds and appropriate professional competency as necessary to review the effect of the research protocol on the individual's privacy rights and related interests;

(2) Includes at least one member who is not affiliated with the covered entity, not affiliated with any entity conducting or sponsoring the research, and not related to any person who is affiliated with any of such entities; and

(3) Does not have any member participating in a review of any project in which the member has a conflict of interest.

(ii)
Reviews preparatory to research. The covered entity obtains from the researcher representations that:

(D) Use or disclosure is sought solely to review protected health information as necessary to prepare a research protocol or for similar purposes preparatory to research;

(E) No protected health information is to be removed from the covered entity by the researcher in the course of the review; and

(F) The protected health information for which use or access is sought is necessary for the research purposes.

(iii)
Research on decedent's information. The covered entity obtains from the researcher:

(D) Representation that the use or disclosure sought is solely for research on the protected health information of decedents;

(E) Documentation, at the request of the covered entity, of the death of such individuals; and

(F) Representation that the protected health information for which use or disclosure is sought is necessary for the research purposes.

(2)
Documentation of waiver approval. For a use or disclosure to be permitted based on documentation of approval of an alteration or waiver, under paragraph (i)(1)(i) of this section, the documentation must include all of the following:

(i) Identification and date of action. A statement identifying the IRB or privacy board and the date on which the alteration or waiver of authorization was approved;

(ii) Waiver criteria. A statement that the IRB or privacy board has determined that the alteration or waiver, in whole or in part, of authorization satisfies the following criteria:

(A) The use or disclosure of protected health information involves no more than a minimal risk to the privacy of individuals, based on, at least, the presence of the following elements;

(1) An adequate plan to protect the identifiers from improper use and disclosure;

(2) An adequate plan to destroy the identifiers at the earliest opportunity consistent with conduct of the research, unless there is a health or research justification for retaining the identifiers or such retention is otherwise required by law; and

(3) Adequate written assurances that the protected health information will not be reused or disclosed to any other person or entity, except as required by law, for authorized oversight of the research study, or for other research for which the use or disclosure of protected health information would be permitted by this subpart;

(B) The research could not practicably be conducted without the waiver or alteration; and

(C) The research could not practicably be conducted without access to and use of the protected health information.

(iii) Protected health information needed. A brief description of the protected health information for which use or access has been determined to be necessary by the IRB or privacy board has determined, pursuant to paragraph (i)(2)(ii)(D) of this section;

(iv) Review and approval procedures. A statement that the alteration or waiver of authorization has been reviewed and approved under either normal or expedited review procedures, as follows:

(A) An IRB must follow the requirements of the Common Rule, including the normal review procedures (7 CFR 1c.108(b), 10 CFR 745.108(b), 14 CFR 1230.108(b), 15 CFR 27.108(b), 16 CFR 1028.108(b), 21 CFR 56.108(b), 22 CFR 225.108(b), 24 CFR 60.108(b), 28 CFR 46.108(b), 32 CFR 219.108(b), 34 CFR 97.108(b), 38 CFR 16..108(b), 40 CFR 26.108(b), 45 CFR 46.108(b), 45 CFR 690.108(b), or 49 CFR 11.108(b)) or the expedited (A) review procedures (7 CFR 1c.110, 10 CFR 745.110, 14 CFR 1230.110, 15 CFR 27.110, 16 CFR 1028.110, 21 CFR 56.110, 22 CFR 225.110, 24 CFR 60.110, 28 CFR 46.110, 32 CFR 219.110, 34 CFR 97.110, 38 CFR 16.110, 40 CFR 26.110, 45 CFR 46.110, 45 CFR 690.110, or 49 CFR 11.110);

(B) A privacy board must review the proposed research at convened meetings at which a majority of the privacy board members are present, including at least one member who satisfies the criterion stated in paragraph (i)(1)(i)(B)(2) of this section, and the alteration or waiver of authorization must be approved by the majority of the privacy board members present at the meeting, unless the privacy board elects to use an expedited review procedure in accordance with paragraph (i)(2)(iv)(C) of this section;

(C) A privacy board may use an expedited review procedure if the researchinvolves no more than minimal risk to the privacy of the individuals who are the subject of the protected health information for which use or disclosure is being sought. If the privacy board elects to use an expedited review procedure, the review and approval of the alteration or waiver of authorization may be carried out by the chair of the privacy board, or by one or more members of the privacy board as designated by the chair; and

(v) Required signature. The documentation of the alteration or waiver of authorization must be signed by the chair or other member, as designated by the chair, of the IRB or the privacy board, as applicable.
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